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General Description

The Bluetooth Low Energy (BLE) Component provides a comprehensive GUI-based
configuration window to facilitate designing applications requiring BLE connectivity. The
Component incorporates a Bluetooth Core Specification v4.2 compliant protocol stack and
provides APIs to enable user applications to access the underlying hardware via the stack.

When to use the BLE Component

BLE is used in very low power network and Internet of Things (IoT) solutions aimed for low-cost
battery operated devices that can quickly connect and form simple wireless links. Target
applications include HID, remote controls, sports and fithess monitors, portable medical devices
and smart phone accessories, among many others that are being added to a long list of BLE
supporting solutions.

SIG adopted Profiles and Services

The BLE Component supports numerous SlG-adopted GATT-based Profiles and Services. Each
of these can be configured for either a GATT Client or GATT Server. The Component generates
all the necessary code for a particular Profile/Service operation, as configured in the component
Configure dialog.

The component can also support several Profiles at a time by adding the required Services of a
Profile to a base Profile. For example, you can select HID as a base Profile. Then to add a Find
Me Profile, add the Immediate Alert Service to the HID Profile.

See BLE Service-Specific APIs for a list of supported Profiles and Services.

Comprehensive APIs

The BLE Component provides application-level APIs to design solutions without requiring
manual stack level configuration. The BLE Component API documentation is also provided in a
separate HTML-based file.

Custom Profiles

You can create custom Profiles that use existing Services, and you can create custom Services
with custom Characteristics and Descriptors. There are no restrictions for GAP roles for a
custom Profile.

Debug Support

For testing and debugging, the Component can be configured to HCI mode through a
Component embedded UART. For over-the-air verification, Cypress CySmart Central Emulation
Tool can be used for generic Bluetooth host stack emulation. To launch this tool, right click on
the Component to bring up the context menu, and choose to deploy the CySmart Central
Emulation Tool.
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BLE Component Architecture

The BLE Component consists of the BLE Stack, BLE Profile, BLE Component Hardware
Abstraction Layer (HAL), and the Link Layer. The following figure shows a high-level architecture
of the BLE Component, illustrating the relationship between each of the layers and the route in
which the application interacts with the Component. Note that the application is informed of the
BLE events through the use of callback functions. You may build your state machine using
these. Refer to the Callback Functions section for more details.
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The following sub-sections give an overview of each of these layers.

BLE Stack

The BLE stack implements the core BLE functionality as defined in the Bluetooth Core
Specification 4.2. The stack is included as a precompiled library and it is embedded inside the
BLE Component.

The BLE stack implements all the mandatory and optional features of Low Energy Single Mode
compliant to Bluetooth Core Specification 4.2. The following table shows which Bluetooth Core
Specification 4.2 features are supported by different devices.

Features Devices with Bluetooth 4.1 Devices with Bluetooth 4.2

LE Secure connection 4

LL Privacy -

LE Data Length Extension -

The BLE Stack implements a layered architecture of the BLE protocol stack as shown in the
following figure.

BLE Stack

Generic Access Profile (GAP)

Generic Attribute Profile (GATT)

(

Attribute Protocol (ATT) ( riost

-/

Host Control Interface (HCI)

Link Layer (LL) Controller

Physical Layer (PHY)

Generic Access Profile (GAP)

The Generic Access Profile defines the generic procedures related to discovery of Bluetooth
devices and link management aspects of connecting to Bluetooth devices. In addition, this profile
includes common format requirements for parameters accessible on the user interface level.
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The Generic Access Profile defines the following roles when operating over the LE physical
channel:

® Broadcaster role: A device operating in the Broadcaster role can send advertising
events. Itis referred to as a Broadcaster. It has a transmitter and may have a receiver.

® Observer role: A device operating in the Observer role is a device that receives
advertising events. It is referred to as an Observer. It has a receiver and may have a
transmitter.

®  Peripheral role: A device that accepts the establishment of an LE physical link using any
of the connection establishment procedures is termed to be in a "Peripheral role.” A
device operating in the Peripheral role will be in the "Slave role" in the Link Layer
Connection State. A device operating in the Peripheral role is referred to as a Peripheral.
A Peripheral has both a transmitter and a receiver.

®  Central role: A device that supports the Central role initiates the establishment of a
physical connection. A device operating in the "Central role" will be in the "Master role" in
the Link Layer Connection. A device operating in the Central role is referred to as a
Central. A Central has a transmitter and a receiver.

Generic Attribute Profile (GATT)

The Generic Attribute Profile defines a generic service framework using the ATT protocol layer.
This framework defines the procedures and formats of services and their Characteristics. It
defines the procedures for Service, Characteristic, and Descriptor discovery, reading, writing,
notifying, and indicating Characteristics, as well as configuring the broadcast of Characteristics.

GATT Roles

®  GATT Client: This is the device that wants data. It initiates commands and requests
towards the GATT Server. It can receive responses, indications, and notifications data
sent by the GATT Server.

®  GATT Server: This is the device that has the data and accepts incoming commands and
requests from the GATT Client and sends responses, indications, and notifications to a
GATT Client.

The BLE Stack can support both roles simultaneously.

Attribute Protocol (ATT)

The Attribute Protocol layer defines a Client/Server architecture above the BLE logical transport
channel. The attribute protocol allows a device referred to as the GATT Server to expose a set of
attributes and their associated values to a peer device referred to as the GATT Client. These
attributes exposed by the GATT Server can be discovered, read, and written by a GATT Client,
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and can be indicated and notified by the GATT Server. All the transactions on attributes are
atomic.

Security Manager Protocol (SMP)

Security Manager Protocol defines the procedures and behavior to manage pairing,
authentication, and encryption between the devices. These include:

®  Encryption and Authentication

®  Pairing and Bonding
o Pass Key and Out of band bonding

® Key Generation for a device identity resolution, data signing and encryption

®  Pairing method selection based on the 10 capability of the GAP central and GAP
peripheral device

Logical Link Control Adaptation Protocol (L2CAP)
L2CAP provides a connectionless data channel. LE L2CAP provides the following features:

®  Channel multiplexing, which manages three fixed channels. Two channels are dedicated
for higher protocol layers like ATT, SMP. One channel is used for the LE-L2CAP protocol
signaling channel for its own use.

®  Segmentation and reassembly of packets whose size is up to the BLE Controller
managed maximum packet size.

®  Connection-oriented channel over a specific application registered using the PSM
(protocol service multiplexer) channel. It implements credit-based flow control between
two LE L2CAP entities. This feature can be used for BLE applications that require
transferring large chunks of data.

Host Controller Interface (HCI)

The HCI layer implements a command, event, and data interface to allow link layer access from
upper layers such as GAP, L2CAP, and SMP.

Link Layer (LL)

The LL protocol manages the physical BLE connections between devices. It supports all LL
states such as Advertising, Scanning, Initiating, and Connecting (Master and Slave). It
implements all the key link control procedures such as LE Encryption, LE Connection Update, LE
Channel Update, and LE Ping. The Link Layer is a hardware-firmware co-implementation, where
the key time critical LL functions are implemented in the LL hardware. The LL firmware maintains
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and controls the key LL procedure state machines. It supports all the BLE chip specific low
power modes.

The BLE Stack is a pre-compiled library in the BLE Component. The appropriate configuration of
the BLE Stack library is linked during a build process based on application. The BLE Stack
libraries are ARM Embedded Application Binary Interface (eabi) compliant and they are compiled
using ARM compiler version 5.03.

The following table shows the mapping between the BLE Stack library to the user-configured
Profile Role in Profile Mode or HCI Mode. Refer to the Generic Tab section for selection of stack
configuration.

BLE Component

Configuration GAP Role BLE Stack Library
BLE Profile Central + Peripheral CyBLEStack_BLE_SOC_CENTRAL_PERIPHERAL.a
BLE Profile Central CyBLEStack_ BLE_SOC_CENTRAL.a
BLE Profile Peripheral CyBLEStack BLE_SOC_PERIPHERAL.a
Broadcaster/Observer | Broadcaster CyBLEStack_BLE_SOC_PERIPHERAL.a
Broadcaster/Observer | Observer CyBLEStack_BLE_SOC_CENTRAL.a
HCI Mode N/A CyBLEStack_HCI_MODE_CENTRAL_PERIPHERAL.a

Profile Layer

In BLE, data is organized into concepts called Profiles, Services, and Characteristics.

® A Profile describes how devices connect to each other to find and use Services. It is a
definition used by Bluetooth devices to describe the type of application and the general
expected behavior of that device. See the Profile parameter for how to configure the BLE
Component.

® A Service is a collection of data entities called Characteristics. A Service is used to define
a certain function in a Profile. A Service may also define its relationship to other Services.
A Service is assigned a Universally Unique Identifier (UUID). This is 16 bits for SIG
adopted Services and 128 bits for custom Services. See the Toolbar section for
information about adding Services to a Profile.

® A Characteristic contains a Value and the Descriptor that describes a Characteristic
Value. It is an attribute type for a specific piece of information within a Service. Like a
Service, each Characteristic is designated with a UUID; 16 bits for SIG adopted
Characteristics and 128 bits for custom Characteristics. See the Toolbar section for
information about adding Characteristics and Descriptors.
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The following diagram shows the relationship between Profiles, Services, and Characteristics in
a sample BLE heart rate monitor application using a Heart Rate Profile.

BLE HRM
‘ Belt

Service
Heart Rate Service

Profile: Heart Rate Collector role Profile: Heart Rate Sensor role
GAP role: Central GAP role: Peripheral
GATT Client GATT Server

Link Layer: Master Link Layer:‘ Slave

GAP GAP
Central Peripheral
Collector Sensor
Profile Profile
GATT GATT
Client Server
Link Link
Master Slave

The Heart Rate Profile contains a Heart Rate Service and a Device Information Service. Within
the Heart Rate Service, there are three Characteristics, each containing different information.
The device in the diagram is configured as a Sensor role, meaning that in the context of the
Heart Rate Profile, the device is a GAP Peripheral and a GATT Server. These concepts are
explained in the BLE Stack description.

The Profile layer is generated by PSoC Creator using the parameter configurations specified in
the GUI. The Profile implements the Profile specific attribute database and APIs required for the
application. You can choose to configure the standard SIG adopted Profile and generate a
design or define a Custom Profile required by an application. The GUI also allows import/export
of a Profile design in XML format for Profile design reuse. In addition, the Bluetooth Developer
Studio compliant XML format is available.

Hardware Abstraction Layer (HAL)

The HAL implements the interface between the BLE stack and the underlying hardware. This
layer is meant for the stack only and is not advisable to modify it.
s
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Functional Description

Operation Flow

A typical application code consists of three separate stages: Initialization, Normal operation, and
Low power operation.
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ake-up from
hibernate
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Once the Component is initialized, it enters normal operation and periodically enters various
degrees of low power operation to conserve power. Hence initialization should only happen at
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system power-up, and the Component should operate between normal mode and low power
mode afterwards.

System Initialization

The initialization stage happens at system power-up or when waking from system hibernation.
This stage sets up the platform and the Component parameters. The application code should
also start the Component and set up the callback functions for the event callbacks that will
happen in the other modes of operation.

System Normal Operation

Upon successful initialization of the BLE Component or hibernate wakeup sequence, the
Component enters normal mode. Normal operation first establishes a BLE connection if it is not
already connected. It should then process all pending BLE events by checking the stack status.
This is accomplished by calling CyBle ProcessEvents(). When all events have been processed,
it can transmit any data that need to be communicated and enters low power operation unless
there is another pending event. In such a case, it should execute the normal operation flow
again. Processing of BLE events should be performed at least once in a BLE connection event
period. The BLE connection event is configured by the Central device while establishing a
connection.

System Low power Operation

When there are no pending interrupts in normal operation, the Component should be placed in
low power mode. It should first enter sleep mode. The component can enter either Sleep or
DeepSleep mode depending on the state of the BLE interface hardware. If an event happens at
any time in low power mode, it should re-enter normal operation.

Note The MCU and BLE Sub-System (BLESS) have separate power modes and are able to go
to different power modes independent of each other. The check marks in the following table
show the possible combination of power modes of MCU and BLESS.

PSoC 4200-BL, PRoC 4200-BL MCUs Power Modes
BLESS Power Modes Active Sleep Deep Sleep Hibernate Stop
Active (idle/Tx/Rx) 4 v
Sleep v v
Deep Sleep (ECO off) v 4 v
Off v v
W Crpress
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Callback Functions

The BLE Component requires that you define a callback function for handling BLE stack events.
This is passed as a parameter to the CyBle_Start() API. The callback function is of type
CYBLE_CALLBACK_T, as defined by:

void (* CYBLE CALLBACK T) (uint32 eventCode, void *eventParam) ;

B eventCode: The stack event code

® eventParam : Stack event parameters

The callback function should then evaluate the eventCode (and eventParam for certain events)
and provide stack event-specific actions. Hence the events are used to build your application
specific state machine for general events such as advertisement, scan, connection and timeout.
Refer to the BLE Common Events section for the BLE stack events.

Similarly, you will need to provide a callback function for each Service that you wish to use. This
function is also of type CYBLE_CALLBACK_T and is passed as a parameter to the Service-
specific callback registration function. The callback function is used to evaluate the Service-
specific events and to take appropriate action as defined by your application. Then a Service
specific state machine can be built using these events. Refer to the BLE Service-Specific Events
section for the BLE Service-specific events.

Device Bonding

The BLE Component will store the link key of a connection after pairing with the remote device. If
a connection is lost and re-established, the devices will use the previously stored key for the
connection.

The BLE stack will update the bonding data in RAM while the devices are connected. If the
bonding data is to be retained during shutdown, the application can use
CyBle_StoreBondingData() API to write the bonding data from RAM to the dedicated Flash
location, as defined by the Component. Refer to the BLE_HID_Keyboard example project for
usage details.

Notes

®  For BLE devices with 128 K of Flash memory, the Flash write modifies the IMO of the chip
to 48 MHz temporarily during the write cycle. Therefore, you should only perform the
bonding data Flash storage while the BLE devices are disconnected, because the change
in IMO may disrupt the BLE communication link. Likewise, you should either temporarily
halt all peripherals running off of the IMO or compensate for the brief frequency change
during the Flash write cycle.

® If BLE device with 128 K of Flash memory, is configured to run at 48 MHz, then the IMO
does not change and does not affect other peripherals. However, the Flash write is a
blocking call and may disrupt the BLE communication. Therefore, it is advisable to
perform the Flash write while the devices are disconnected.
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LFCLK configuration

The LFCLK configuration as set in the Clocks tab of the Design-Wide Resources
(<project>.cydwr) file affects the BLE Component’s ability to operate in Deep Sleep Mode. If the
WCO is chosen, then the Component Deep Sleep Mode is available for use. However, if the ILO
is chosen, then the Component cannot enter Deep Sleep.

Note The LFCLK is used in the BLE Component only during Deep Sleep Mode and hence the
ILO inaccuracy does not affect the BLE communication.

Unsupported Features

The BLE Component stack does not support the following optional Bluetooth v4.2 protocol
features, as listed in Vol 6, Part B, section 4.6 of the specification:

®  Connection Parameters Request Procedure (Vol 6, Part B, section 4.6.2)
®  Extended Reject Indication (Vol 6, Part B, section 4.6.3)

B Slave-initiated Features Exchange (Vol 6, Part B, section 4.6.4)

Input/Output Connections

This section describes the input and output connections for the BLE. An asterisk (*) in the list of
I/Os indicates that the 1/0O may be hidden on the symbol under the conditions listed in the
description of that 1/O.

BLE_1
BLE

€3 Bluetooth'

SMART

4.2 pa_enf-

pa_en — Output *

The power amplifier enable (pa_en) output allows you to connect a high active external power
amplifier to the device. This output can be routed to the P5[0] digital output pin only. This output
is visible if the Enable external Power Amplifier control parameter is selected on the
Advanced tab.
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Component Parameters

Drag a BLE Component onto your design and double-click it to open the Configure dialog. This
dialog has the following tabs with different parameters.

General Tab

The General tab allows general configuration of the BLE Component. This tab contains tools to
load and save configurations as also three main areas for the type of configuration.

Configure 'BLE' @
Mame: BLE_1
_/m Profiles | GAP Settings |~ L2CAP Settings |~ Advanced © Built-n 4 b
[ Load configuration [ Save configuration
@ Profile
Profile: |A|ert Notification = |
Profile role: |A|ert Notification Server {GATT Server) hd |
GAP role: |Cermal - |

Over-The-Air bootloading with code sharing
@ Disabled

Stack anhy

Profile only

Broadcaster/Observer

Host Controller Interface (HCI)

Datashest [ OK ] ‘ Apply | ‘ Cancel

Load Configuration/Save Configuration

Use the Load Configuration button to load the previously saved xml Component configuration;
use the Save Configuration button to save the current configuration for use in other designs. It is
possible to import and export the customizer configuration in xml format.

Note In order to load or save a Profile in the Bluetooth Developer Studio compliant format, use
Load BDS Profile and Save Profile in BDS format toolbar commands on the Profiles tab.
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Mode Selection
On the main part of this tab, there are three options to select a mode:

B Profile
B  Broadcaster/Observer

B  Host Controller Interface

General Tab — Profile

The Profile mode is used to select the target Profile, Profile role, and GAP role, as well as Over-
The-Air (OTA) Bootloading options.

@ Profile
Profle: [lett Natification -
Profile rale: |f-‘-.|ert Matification Server [GATT Server] - |
GAF role: | Central i |

Ower-The-air bootlnading with code sharing
@ Disabled
Stack anly

Profile anly

Profile

The Profile option is used to choose the target Profile from a list of supported Profiles. See
Profile, Service, and Characteristic. The following Profiles are available for selection:

Alert Notification

This Profile enables a GATT Client device to receive different types of alerts and event
information, as well as information on the count of new alerts and unread items, which exist in

the GATT Server device.

® Alert Notification Server Profile role — Specified as a GATT Server. Requires the
following Service: Alert Notification Service.

o Central GAP role
o Peripheral and Central GAP role

® Alert Notification Client Profile role — Specified as a GATT Client.

o Peripheral GAP role
o Peripheral and Central GAP role

Refer to the Alert Notification Profile Specification for detailed information about the Alert
Notification Profile.

ﬂ
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Blood Pressure

This Profile enables a device to connect and interact with a Blood Pressure Sensor device for
use in consumer and professional health care applications.

® Blood Pressure Sensor Profile role — Specified as a GATT Server. Requires the
following Services: Blood Pressure Service, Device Information Service.

o Peripheral GAP role

® Blood Pressure Collector Profile role — Specified as a GATT Client. Requires support of

the following Services: Blood Pressure Service. Support of Device Information Service
is optional.

o Central GAP role

Refer to Blood Pressure Profile Specification for detailed information about the Blood Pressure
Profile.

Continuous Glucose Monitoring

This Profile enables a device to connect and interact with a Continuous Glucose Monitoring
Sensor device for use in consumer healthcare applications.

®  Continuous Glucose Monitoring Sensor Profile role — Specified as a GATT Server.
Requires the following Services: Continuous Glucose Monitoring Service, Device
Information Service. Optionally may include Bond Management Service.

o Peripheral GAP role

®  Collector Prdfile role — Specified as a GATT Client. Requires support of the following
Services: Continuous Glucose Monitoring Service. Support of Bond Management
Service and Device Information Service is optional.

o Central GAP role

Refer to Continuous Glucose Monitoring Profile Specification for detailed information about the
Continuous Glucose Monitoring Profile.
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Cycling Power

This Profile enables a Collector device to connect and interact with a Cycling Power Sensor for
use in sports and fitness applications.

and Battery Service.

®  Cycling Power Sensor Profile role — Specified as a GATT Server. Requires the following
Service: Cycling Power Service. Optionally may include Device Information Service
o Peripheral GAP role

® Cycling Power Broadcaster Profile role. Requires the following Service: Cycling Power
Service.

o Broadcaster GAP role

® Cycling Power Observer Profile role. Can only talk to a device with the Cycling Power
Broadcaster role. Requires support of the following Service: Cycling Power Service.
o Observer GAP role

Service is optional.

®  Collector Profile role — Specified as a GATT Client. Requires support of the following
Service: Cycling Power Service. Support of Device Information Service and Battery

o Central GAP role

Refer to Cycling Power Profile Specification for detailed information about the Cycling Power
Profile.

Cycling Speed and Cadence

This Profile enables a Collector device to connect and interact with a Cycling Speed and
Cadence Sensor for use in sports and fithess applications.

® Cycling Speed and Cadence Sensor Profile role — Specified as a GATT Server.
Requires the following Service: Cycling Speed and Cadence Service. Optionally may
include Device Information Service.
o Peripheral GAP role

®  Collector Profile role — Specified as a GATT Client. Requires support of the following
Service: Cycling Speed and Cadence Service. Support of Device Information Service
is optional.

o Central GAP role

Refer to Cycling Speed and Cadence Profile Specification for detailed information about the
Cycling Speed and Cadence Profile.
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Environmental Sensing Profile

This Profile enables a Collector device to connect and interact with an Environmental Sensor for
use in outdoor activity applications.

® Environmental Sensor Profile role — Specified as a GATT Server. Requires the following
Service: Environmental Sensing Service. Optionally may include Device Information
Service and Battery Service.

o Peripheral GAP role
®  Collector Profile role — Specified as a GATT Client. Requires support of the following

Service: Environmental Sensing Service. Support of Device Information Service and
Battery Service is optional.

o Central GAP role

Refer to Environmental Sensing Profile Specification for detailed information about the
Environmental Sensing Profile.

Find Me

The Find Me Profile defines the behavior when a button is pressed on one device to cause an
alerting signal on a peer device.

®  Find Me Target Profile role — Specified as a GATT Server. Requires the following
Service: Immediate Alert Service.
o Peripheral GAP role
o Central GAP role
o Peripheral and Central GAP roles
® Find Me Locator Profile role — Specified as a GATT Client. Requires support of the
following Service: Immediate Alert Service.
o Peripheral GAP role
o Central GAP role
o Peripheral and Central GAP roles

Refer to Find Me Profile Specification for detailed information about the Find Me Profile.
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Glucose
This Profile enables a device to connect and interact with a Glucose Sensor for use in consumer
healthcare applications.

®  Glucose Sensor Profile role — Specified as a GATT Server. Requires the following
Services: Glucose Service, Device Information Service.

o Peripheral GAP role

B Collector Prdfile role — Specified as a GATT Client. Requires support of the following
Service: Glucose Service. Support of Device Information Service is optional.

o Central GAP role
Refer to Glucose Profile Specification for detailed information about the Glucose Profile.

Health Thermometer

This Profile enables a Collector device to connect and interact with a Thermometer sensor for
use in healthcare applications.

® Thermometer Profile role — Specified as a GATT Server. Requires the following Services:
Health Thermometer Service, Device Information Service.

o Peripheral GAP role

®  Collector Profile role — Specified as a GATT Client. Requires support of the following
Service: Health Thermometer Service. Support of Device Information Service is
optional.

o Central GAP role

Refer to Health Thermometer Profile Specification for detailed information about the Health
Thermometer Profile.

HTTP Proxy

This Service allows a Client device, typically a sensor, to communicate with a Web Server
through a gateway device.

Refer to HTTP Proxy Service Specification for detailed information about the HTTP Proxy
Service.
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Heart Rate

This Profile enables a Collector device to connect and interact with a Heart Rate Sensor for use
in fitness applications.

® Heart Rate Sensor Profile role — Specified as a GATT Server. Requires the following
Services: Heart Rate Service, Device Information Service.

o Peripheral GAP role

®  Collector Prdfile role — Specified as a GATT Client. Requires support of the following
Service: Heart Rate Service. Support of Device Information Service is optional.

o Central GAP role
Refer to Heart Rate Profile Specification for detailed information about the Heart Rate Profile.

HID over GATT

This Profile defines how a device with BLE wireless communications can support HID Services
over the BLE protocol stack using the Generic Attribute Profile.

® HID Device Profile role — Specified as a GATT Server. Requires the following Services:
HID Service, Battery Service, and Device Information Service. Optionally may include
Scan Parameters Service as part of the Scan Server role of the Scan Parameters
Profile. HID Device supports multiple instances of HID Service and Battery Service and
may include any other optional Services.

o Peripheral GAP role

®  Boot Host Profile role — Specified as a GATT Client. Requires support of the following
Service: HID Service. Support of Battery Service and Device Information Service is
optional.

o Central GAP role

® Report Host Profile role — Specified as a GATT Client. Requires support of the following
Services: HID Service, Battery Service, Device Information Service. Support of Scan
Client role of the Scan Parameters is optional.

o Central GAP role

® Report and Boot Host Profile role — Specified as a GATT Client. Requires support of the
following Services: HID Service, Battery Service, Device Information Service. Support
of Scan Client role of the Scan Parameters is optional.

o Central GAP role

Refer to HID over GATT Profile Specification for detailed information about the HID over GATT
Profile.
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Internet Protocol Support

This Profile provides the support of exchanging IPv6 packets between devices over the
Bluetooth Low Energy transport. The IPSP defines two roles — Node role and Router role. A
device may support both Node role and Router role. A device supporting the Node role is likely
to be a sensor or actuator. A device supporting the Router role is likely to be an Access Point
(such as home router, mobile phone, or similar).

® Node Profile role — Specified as a GATT Server. Requires the following Service: Internet
Protocol Support Service.
o Peripheral GAP role
o Peripheral and Central GAP role
®  Router Profile role — Specified as a GATT Client. Requires support of the following
Services: Internet Protocol Support Service.
o Central GAP role
o Peripheral and Central GAP role
Refer to Internet Protocol Support Profile Specification for detailed information about IPSP.

Location and Navigation

This Profile enables devices to communicate with a Location and Navigation Sensor for use in
outdoor activity applications.

® Location and Navigation Sensor Profile role — Specified as a GATT Server. Requires
the following Service: Location and Navigation Service. Optionally may include Device
Information Service and Battery Service.

o Peripheral GAP role

®  Collector Profile role — Specified as a GATT Client. Requires support of the following
Services: Location and Navigation Service. Support of Device Information Service
and Battery Service is optional.

o Central GAP role

Refer to Location and Navigation Profile Specification for detailed information about the Location
and Navigation Profile.
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Phone Alert Status
This Profile enables a device to alert its user about the alert status of a phone connected to the
device.
® Phone Alert Server Profile role — Specified as a GATT Server. Requires the following
Services: Phone Alert Status Service.
o Central GAP role
o Peripheral and Central GAP role
® Phone Alert Client Profile role — Specified as a GATT Client. Requires support of the
following Service: Phone Alert Service.
o Peripheral GAP role
o Peripheral and Central GAP role

Refer to Phone Alert Status Profile Specification for detailed information about the Phone Alert
Status Profile.

Proximity
The Proximity Profile enables proximity monitoring between two devices.
®  Proximity Reporter Profile role — Specified as a GATT Server. Requires the following

Service: Link Loss Service. Optionally may include Immediate Alert Service and Tx
Power Service if both are used. Using only one of the optional Services is not allowed.

o Peripheral GAP role
o Central GAP role
®  Proximity Monitor Profile role — Specified as a GATT Client. Requires support of the

following Services: Link Loss Service. Support of Immediate Alert Service and Tx
Power Service is optional. Same restrictions apply as to Proximity Reporter.

o Central GAP role
o Peripheral GAP role
o Peripheral and Central GAP role

Refer to Proximity Profile Specification for detailed information about the Proximity Profile.

== CYPRESS

Document Number: 002-09833 Rev. ** Page 21 of 540


https://www.bluetooth.org/docman/handlers/downloaddoc.ashx?doc_id=241861
https://www.bluetooth.org/docman/handlers/downloaddoc.ashx?doc_id=239392

Bluetooth Low Energy (BLE) PSoC® Creator™ Component Datasheet

Running Speed and Cadence

This Profile enables a Collector device to connect and interact with a Running Speed and
Cadence Sensor for use in sports and fithess applications.

® Running Speed and Cadence Sensor Profile role — Specified as a GATT Server.

Requires the following Service: Running Speed and Cadence Service. Optionally may
include Device Information Service.

o Peripheral GAP role

®  Collector Profile role — Specified as a GATT Client. Requires support of the following

Services: Running Speed and Cadence Service. Support of Device Information
Service is optional.

o Central GAP role

Refer to Running Speed and Cadence Profile Specification for detailed information about the
Running Speed and Cadence Profile.

Scan Parameters

This Profile defines how a Scan Client device with BLE wireless communications can write its

scanning behavior to a Scan Server, and how a Scan Server can request updates of the Scan
Client scanning behavior.

® Scan Server Profile role — Specified as a GATT Server. Requires the following Service:
Scan Parameters Service.

o Peripheral GAP role

® Scan Client Profile role — Specified as a GATT Client. Required support of the following
Service: Scan Parameters Service.

o Central GAP role

Refer to Scan Parameters Profile Specification for detailed information about the Scan
Parameters Profile.
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Time
The Time Profile enables the device to get the date, time, time zone, and DST information and
control the functions related to time.

®  Time Server Profile role — Specified as a GATT Server. Requires the following Service:
Current Time Service. Optionally may include Next DST Change Service and
Reference Time Update Service.

o Central GAP role
o Peripheral and Central GAP role
®  Time Client Profile role — Specified as a GATT Client. Requires support of the following

Service: Current Time Service. Support of Next DST Change Service and Reference
Time Update Service is optional.

o Peripheral GAP role
o Peripheral and Central GAP ro